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Abstract

The way things are done in the computer world has changed because of the Internet of Things (I10T). Therefore,
it's so important to integrate cloud computing with IoT devices because of how much data such devices create and
how much storage and processing power they need. The fact that users share a variety of cloud computing services
among their devices in different ways makes security issues more crucial even so. In a world when unprotected
data might endanger our welfare, privacy is even more important. Therefore, the [oT and cloud computing must
constantly assure the users' worries about security and privacy. This study examined security concerns and
potential IoT application tactics for cloud computing. According to the results, there are still significant security
dangers and issues that need to be resolved. To reach that purpose, it is necessary to build the architecture and
modify the present program. This article covers the many security issues that the IoT and cloud computing are
experiencing, particularly the worries about user privacy and cybersecurity risks.
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1. Introduction

The cloud and IoT are collaborating to create a framework that is heavily reliant on information
repository and where security is the most crucial component in making sure that data is protected. Pay-
per-use services that provide computing resources that are extremely scalable, adaptive, and storage
are referred to as cloud computing [1]. A growing number of Businesses opt to shift their data from
internal network infrastructure to cloud storage providers as a result of the growing popularity of cloud
computing services for compute and storage (CSPs).

More apps will be developed, and those apps will have trouble connecting to cloud services because
of security issues as a result of the increased demand for specific [oT devices. In the future, the ability to
acquire ever-more-detailed data will allow Internet of Things technologies to provide more
sophisticated services in a world teeming with intelligent objects. The emergence of several [oT devices
in recent years has made it possible for users to complete their tasks quickly [1]. The use of participatory
sensing is only one example, along with advanced building management systems, public monitoring, and
smart city services. Due to the time-varying workloads and enormous amounts of data in IoT
applications, the desired outcome will be challenging to obtain using normal processing and cloud
computing.

Additionally, the third-party auditors entrusted with processing the data and preserving its integrity
are still in the early stages of their development. The encryption techniques are also not yet as effective
as they should be. Many government agencies are collecting more personal data about citizens each
year, and as a result, it is become more difficult for the public to comprehend the implications of this
data collection.
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Issues with privacy are more prevalent with this type of data. Lack of awareness of these difficulties
can have detrimental long-term implications, including the technology's rejection owing to issues with
credibility and the failure of new technologies due to costly litigation [2]. The paper will outline the
development of IoT in cloud computing, the security difficulties that arise, and the many approaches
that may be used to address the problems. In order to allow secure storage and safe transit of IoT data
in cloud computing. The study's main objective is to pinpoint the security concerns and procedures that
[oT in cloud computing may use.

2. Contributions

The security issues consumers have when combining IoT devices with cloud computing are what this
article tries to address. Utilized and continually improved, Internet of Things technology is being utilized
to create a more live-centered, pervasive computer service that calls for massive amounts of data
processing and storage.

The sector is still plagued by problems, though, and they must be resolved. It will be easier to develop
solutions to the security difficulties in this article by looking at the issues from their origin. The cloud
and IoT are collaborating to create a framework that is heavily reliant on data storage and where
security is the most important factor in ensuring that data is protected.

In a variety of technical developments, incorporating wireless sensor networks (WSN), online
personalization, Mobile applications, networks, and Radio Frequency Identification (RFID), privacy
issues have been a hot study topic [3]. Despite significant contributions from these groups, the [oT is a
constantly evolving concept that includes an expanding number of technologies and displays a range of
shifting properties. As a result, a broad view on emerging privacy problems in the IoT is absent. [oT
devices will confront significant security issues that will be challenging to solve as the technological
world develops further [3]. The privacy concerns with IoT devices using cloud computing services must
be taken into account and rectified in light of the potential harm that these security flaws might cause
to people's lives.

3. Literature Review
3.1. Problems with Internet of Things security

[oT device hijacking or ransomware, 0T device theft, illegal internet usage, rogue devices, house
invasions, and several other potential risks are some of the security concerns using loT devices with
cloud computing.
¢ Malware and Ransomware

Ransomware may infect linked wearable, audio-visual, and smart home gadgets as well as smart
home appliances. Malicious program that accesses user files, encrypts them, and stops users from
accessing their critical data. A ransomware attack on an [oT gadget allows the hacker to seize control of
the system and demand payment from the victim in exchange for the release of their encrypted contents.

Thankfully, it still occurs infrequently. However, the hacking community and hackers themselves
have a significant difficulty with this [4]. Wearable technology, healthcare trackers, and smart homes
might all be at risk due to this security issue. Finding out that a person's smart home has been infiltrated
and secured, or even that their smart car won't start unless a ransom is paid, is unsettling.

This might prevent the user from accessing their devices and perhaps result in the loss of their data
if ransomware threats succeed, like ones that have surfaced recently. There will be some unexpected
security risks brought on by the Internet of Things' quick technological development [5]. The majority
of data is, however, kept on a cloud that uses strong encryption, making it extremely improbable that
someone would be able to steal any valuable data. One investigation claims that certain IoT
manufacturers don't provide crucial software updates and security [6].

e There is not enough testing and there are not enough updates

The fact that many firms making Internet of Things devices are not carefully vetted and sometimes
too unorganized to effectively repair security-related software upgrades presents another security risk.
Customers have significant difficulties in the event of a security breach because they frequently place
their faith in producers, who are typically sure that they are in charge of product safety [7]. The Internet
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of Things platform is expanding quickly, butit's also true that many manufacturing businesses are diving
into the market without giving the marketing research any thought.

Shorter-term websites typically don't provide continuous updates. These upgrades are necessary
due to the growing device scarcity. They therefore create the newest generation of products and invite
people to begin using them without the required security precautions [8]. IoT devices may be vulnerable
to multiple harmful hacker attacks and other security flaws if they are running outdated software. When
an [oT gadget sends its information to the cloud, there is still another chance of downtime.

As the app is being updated, certain sections of it may cease working while other parts look for the
updated bits and send the new information. It is recommended to replace the firmware as soon as
possible [9] since firmware versions A49 and B06 include flaws that might make the router less secure.
The right automated updates are of the utmost significance given the numerous "Internet of Things"
security dangers. The maker of [oT devices has a responsibility to update, whenever a security hole or
malware assault is discovered, they update their goods with the latest software.

e Question of broadcast ip addresses to nearby hackers

When users of [oT devices face house invasions, this is the most frightening situation for Internet of
Things security issues. Right now, smart gadgets are becoming a part of every aspect of our life.

The idea of "smart houses" was created as a result of the Internet becoming accessible from many of
our homes. The main issue with smart home systems is that, in the event of a security breach, there is a
significant chance that they may broadcast IP addresses to nearby hackers.

In order to locate the device's user, hackers might utilize the search engine Shodan. The conclusion
about misuse is that this technology may be offered to the general public and potentially find its way
into criminal groups [10]. The first step in preventing that setting up each device to connect over a VPN
eliminates the IoT security flaw, to consider the importance of passwords and to safeguard login
information.

« Financial crime associated with the Internet of Things

Payment companies using the Internet of Things should be ready for a rise in identity theft and other
financial crimes in the future as they roll out their Internet of Things. In the near future, the majority of
these organizations will need to be able to comprehend the necessity of integrating security measures
on numerous organizational levels, even while some of these companies have focused on automation
and artificial intelligence.

Programs for fraud detection must constantly check their data source for fresh fraud tendencies in
order to maintain greater efficacy. Due of the numerous compliance and operational problems they
encounter, all financial organizations will have qualms about implementing these new models [11]. In
layman's terms, there are many distinct ways that IoT security breaches might manifest themselves, [oT
device hacks, smart-protocol problems, and attacks on multiple systems, among others, are included.

* Remote access for intelligent vehicles

A security issue like a house invasion is the hijacking of smart automobiles. Smart automobiles may
become vulnerable as a result of weak Internet of Things equipment, such as when access to the vehicle
is remotely hijacked [12]. The car's ability to run autonomously, such as self-driving features and other
vehicle detection, may be impacted by compromised functions. Injury lawsuits involving dangers to
public safety have occurred often.

A connection between losing access to the automobile and remote hacking may also exist, particularly
if the hacker locks the doors and requests money before unlocking or turning on the engine. The various
security breach concerns are attracting the attention of many auto and IoT device manufacturers.

But automakers like BMW and Honda are also keeping an eye on these security flaws. An
entertainment system developed by Microsoft and Ford Motor is entirely accessible to these kinds of
assaults [12]. A purposeful upgrading to a more secure infrastructure and software package was one of
the developers' chosen options for dealing with the many kinds of these assaults. [oT devices will face a
serious security concern from the upcoming release of remote-control automobiles.

* Bad and fake IoT devices

Being able to prevent a system from being accessed by a single device is a huge security problem. A

drawback of adopting the IoT in the house is that it might get bulky if additional home appliances are
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installed. Without any network authorizations, users frequently mount unauthorized and subpar [oT on
protected networks. In order to collect sensitive data and information, these devices merge with the
network or replace the original network units, breaching the perimeter security of the network [12, 13].
These intelligent gadgets have the ability to be modified to function as unauthorized access points,
cameras, thermostats, and other kinds of equipment that are used to covertly capture network
communication.

¢ [oT security knowledge among users is lacking

The peculiarities and characteristics of the Internet of Things are still being learned by many people.
In terms of phishing, malware, computer viruses, and online fraud, the majority of consumers have now
mastered their security difficulties. They spent some time studying about protecting their internet
connection and their credit cards online before they started doing any internet banking.

However, as has been noted, IoT devices continue to have issues, not only because of the limits of
both the makers and the users themselves failed to take the proper security measures to protect their
networks and equipment.

Because it allows for misuse by both users and those who would be linked to their own IoT networks,
a lack of computer literacy is the largest problem with the Internet of Things [13]. Hackers that utilize
social engineering target people because they can most easily get around them by exploiting the Internet
of Things. The 2010 attack on an Iranian nuclear facility, which was tragically awful and will always be
tragic, is a significant example of the unprepared human component.

The 10T device known as a programmable logic controller was the target of the attackers, which
meant that all it took for one of the employees had to insert a small flash drive into the controller, which
allowed an attacker to breach the system and expose the internal network.

3.2. Techniques for dealing with vulnerable 10T devices
Table 1 shows the five solutions of cloud IoT cover the hazards they pose, existing defenses against
such threats, and unresolved research problems. Researchers performed static or dynamic analysis on
the device firmware and source code to assist them in keeping up with the most recent developments
and in identifying and addressing possible vulnerabilities for additional IoT devices. Proposed an
architecture to provide dynamic security analysis for the firmware of various embedded devices in
2022. These new techniques still require further work to increase their stability and precision. The
architecture of a cloud-based system is subject to several network bottleneck-related limitations.
Limitations need to be resolved. In 2020, the connected devices market had a value of USD 28.24
billion, and by 2026, it is anticipated to grow to USD 94.32 billion. The network issues of the cloud-
centralized computational model to more decentralized models are seen to be best solved via edge and
fog computing, two major enabling paradigms. The edge layer gathers sensor data in the devices and
equipment of these models, transmits it to the fog layer, which executes the treatments, and then
provides the observations and results to the cloud layer through the internet.
* Make your passwords strong and change them frequently
It is generally accepted practice to often change or update the passwords for computers, mobile
devices, and online accounts. With how advanced the Internet of Things has gotten, it ought to be
commonplace by now. Making certain that the following is crucial:
0 An exclusive password is given to each additional [oT device;
o Ensuring that passwords are updated many times a year, at the very least, avoiding widely
used and well-known terminology;
o Using unique, incredibly challenging-to-crack codes.

The chance of someone spying on all of the passwords, or even just part of them, will grow if
password managers are overused. Instead of depending on password managers, users should
follow a more conventional approach and safely write down and preserve their passwords.

« Saving the files and data locally and creating a backup

Although cloud grid computing has many benefits, itis also a very attack-prone technology that needs
to be taken extremely seriously. In exchange for the electronic device they buy, technological
corporations frequently provide customers free cloud storage [14]. Despite the fact that receiving
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anything for free is enticing, consumers must be cautious when it comes to security precautions:
o Inorder to access any files or data, cloud services require an active connection.
o  While logging into the account, this cloud service can be accessed and compromised.
The users should carefully review the security measures that come with their choice of

dropbox or Google accounts if they have one. In order to keep their data safe from hackers, they
must also store it locally and safeguard it.

Table 1. Features of cloud IoT solutions

Solutions /

Amazon AWS IoT

Microsoft Azure | Google Cloud IoT IBM ARM Mbed
Features Core IoT Hub Core Watson IoT Pelion IoT
Cloud Service PaasS Paas Paas Paas On Premises,
Type PaaS
All devices, ARM Cortex-
Hardware . >1000 certified . . M and Cortex-
Support All devices IoT hardware All devices All devices A MCU based
devices devices
Associated Amazon Azure CosmosDB Google Cloud IBM Cloudant,
Storage DynamoDB, Azure Blob | Bigtable,Google IBM Cloud None
Services Amazon S3 Cloud Storage Object Storage
. Amazon . Android Things,
DedicatedOS FreeRTOS Windows IoT Android None Mbed OS
C++, Embedded C, C#, Mbed C++, C# ((NET),
Language/SDK CJava, Pthon, C, C#, Java, C, Java, Python, Embeddid C J aKa,
Support JavaScript, Python,Node.js Node,js, i0S Java,Python, Python,
ArduinoYun, ’ ’ A Node.js, Node- JavaScript/Typ
Android, i0S RED escript
Serverless Google
Compute Amazon Lambda | Azure Functions CIOUd. IBM QOUd None
. Functio Functions
Services
ns
MQTT, MQTT
MQTT, MQTT overWsS, AMQP, CoAP, OMA
Data Protocols| °Ver Websockets, AMQP MQTT, HTTP(S) Ovl;/i%"\l;'é‘, PI\I/IT(‘Q’I:FP;I&S) LwM2M,
HTTPS,HTTP(S) | over WS, HTTPS, | REST API(JSON) | "prorap (SON) HTTP(S) REST
REST API(JSON) HTTP(S) REST API (JSON)
API(JSON)
X.509 X509
Certificates,AWS Certi.ficates X.509 X.509 Certificates,
Authentication IAM, AWS OpenlD Connt;ct Certificates, OpenID Connect, X.509
Cognito, p SAS ’ JSON Web IBMCloud App ID Certificates
Federated Tokens(JWT) (Beta)
. Tokens
Identities
| AWSIoT Policy, | QAuth 2.0, Azure | OAuth 2.0, IBM Cloud 1AM | Mbed Cloud
Authorization AWSIAM Roles Active Directory Googlel AM Roles (Beta) Policy (ACE-
Roles Roles OAuth) (Beta)
Encryption in TLS 1.2
TypHo TLS 1.2 TLS 1.2 TLS 1.2 TLS 1.2 (MbedTLS),
Transit
DTLS
Encryption at i i AES-256, AES- .
Rest AES-256 AES-256 AES256, AES128 128 RC4-128 No info
A"a(‘sl:z;"ty 299.9% >99.9% >99.9% >99.5% No info

» Keeping Universal Plugs out of the way & features for playing
When two computers are linked together, for instance, other devices can join with ease. This allows
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several devices to be installed and shared within a single workgroup [15]. Evident convenience is felt
by users of this platform. Due to the product's vulnerability to abuse, consumers must be cautious when
using it:
o To establish connections, local networks are used by the Universal Plug & Play protocols;
o As we've already established, these networks are incredibly accessible and open to outside
hacking.
* Private networks should also be extended to IoT and smart devices

WiFi users typically create several networks that are specifically tailored to their homes and are only

accessible there. IoT and smart devices should be included in this way of building private networks to:
o Preventing the public from obtaining private data;
o Discourage the use of hostile software to commandeer [oT devices and cause mayhem;
o  Encrypting the system to prevent hackers from taking control of it.

e Making sure to periodically update the IoT device

The Internet of Things system has to be updated by users, and the manufacturing business itself
needs to allow automated updates so that the apparatus automatically looks for official upgrades. By
doing this, the security of [oT devices would be ensured to be updated automatically, and hackers would
be prevented from creating new ways to enter the system [16].

Occasionally, new IoT hardware offer the following benefits:

o The device's safety as it receives an upgrade with better security features to fend off assaults
like Denial of Service attacks and malware (DDoS);
o Strong protection for protecting a house or business from remote invaders.
This will lead to the creation of new security procedures that will concentrate on and push fresh
developments in:
Reliable cloud IoT technology;
Mechanisms for securing [oT systems;
Security measures for [oT devices;
Using artificial intelligence to identify intrusions and to identify assaults on networks for the
Internet of Things;
o RobustIoT device architecture;
o IoT device security and personal data protection.

In the cloud network, IoT security is a contentious topic. Integrity breaches may occur from a variety
of diverse, mutually incompatible causes.

The use of [oT technology in cloud computing is still very new [17]. The optimum solution for both
customers and producers is still being sought for at this early stage of technology. One of the biggest
security issues that has arisen from the IoT has been noticed:

o Malware attacks and the frequent theft of intelligent Internet of Things devices;
Malicious IoT devices;
Insufficient computer updates;
Poor manufacturing quality;
The low user competency brought on by ignorance;
An inequitable production standard;
Distinguishing the Internet of Things from other networks;
Making sure passwords are distinctive and powerful;
Staying away from Plug & Play features;
Storing the files on backups.

© O O ©

©C O OO0 O o0 o oo

4. Significance of the Research to the US

The United States will benefit from this research in developing the baseline cybersecurity
requirements, particularly for federally owned and controlled systems.

More tactics targeted at bringing order to the IoT device security turmoil will emerge now that it is
known how the vulnerabilities manifest in different devices. Many customers who had installed Amazon's
Ring doorbells and cameras were quite concerned about the recent infiltration of these devices.
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It will be helpful to avoid any remote access to self-driving vehicles and smart homes by
understanding how to safeguard oneself. In order to safeguard consumers from cyberattacks, producers
of IoT will also benefit from this research's assistance in achieving the necessary security requirements.

Additionally, it will encourage innovation since additional security measures will be built into [oT
systems that use cloud services.

5. Conclusion

Despite growing worries about loT device security in cloud computing, research is still being done
by a number of parties to identify the problem and provide solutions. As the cloud computing sector
develops, organizations will eventually see the promise of [oT.

As a result, in order to satisfy business requirements, developers will need to quadruple their
cybersecurity precautions. Consumers need to understand certain security precautions to defend
against some of the most frequent threats on their IoT devices. By passing laws governing IoT use, the
government will play a bigger role, as it does with other technical advancements. To ensure that [oT
devices are purchased with a minimal level of safety, new regulations will go into force. Currently, a
number of companies sell goods that include security.

The state of wireless technology is being improved in several areas, including contact speeds and
processing capacity, machine learning, convex reduction, heuristic techniques, artificial neural
networks, and evolutionary algorithms. Many businesses have embraced cloud computing, which is
unquestionably a useful tool. The issues with data security, however, make it uncertain whether It is
dependable for safe data storage and transportation. Every business must take responsibility for
keeping its data protection footprint current and implement policies that will both be able to handle any
discovered defects and cope with them.

Before choosing a certain manufacturer, a user must also think about the transparency of the service,
vendor lock-in, and visibility. Although these kinds of resources and technology offer immediate
answers, other actions that concentrate on long-term strategy should be taken. A concern has been the
lack of a security standard IoT devices have become more common, and the industry's capacity to agree
on how to protect them couldn't keep up with their growing use. In order to ensure that newly identified
problems are still resolved, manufacturers must ensure that users can quickly fix any concerns.

Instead of repeatedly clicking the "Ignore" button, users could upgrade their IoT programs, which is
another responsibility that belongs to them. Additionally, the manufacturers must guarantee that IoT
devices can update data registries.

6. Proposals

The authors of this study discuss how to identify threats in large streams of data. In order to lower
the data dimensionality prior to the data analysis in the stream processing layer, the authors suggest a
deep learning approach as a data pretreatment layer. In the proposed method, a deep learning neural
network is used to automatically extract the feature from an initial feature dataset. The idea suggests
greater accuracy, a smaller percentage of false-positive and false-negative results, and quicker
classification times since it simplifies the original feature set.

According to the authors, any consensus process on blockchain ensures at most two out of the three
qualities notwithstanding one of them since blockchain, like any distributed system, is susceptible to the
CAP theorem (Consistency, Availability, and Partition Tolerance). As a result, the authors examine the
blockchain network consensus proposals and note which attributes each proposal meets. The study also
clarifies how probabilistic and deterministic consensus techniques vary from one another. Additionally,
the authors discuss the costs and disadvantages of each consensus technique for the blockchain
network.

7. Future Work- Blockchain and Quantum

In order to ensure security in blockchain technology, common cryptographic operations are utilized.
The majority of these functions are computationally safe, making it difficult to break them without
significant processing power, which is uncommon. These technologies will be impacted by the
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development of quantum random number generation (QRNG), which will make it possible to decode
data secured by conventional encryption techniques. A quantum random number generation (QRNG)
can compromise the computational security of these functions. In contrast to conventional computers,
quantum random number generations (QRNGs) may effectively process information by taking
advantage of peculiar quantum features like superposition and quantum entanglement.

Unlike conventional computers, which use ordinary quantum features like superposition and
quantum entanglement, quantum random number generations (QRNGs) may take advantage of
uncommon quantum properties to process data quickly. As a result, it is projected that using quantum
technologies in a smart environment would lead to innovations and feats of intelligence that have not
yet been matched by their classical counterparts. These advancements include assured security, quick
computation, and little storage usage. For the foundational elements of modern cryptography, quantum
computing poses a serious danger. Within the next several decades, quantum computing is expected to
become strong enough to compromise widely used security standards. Therefore, it is crucial for new
gadgets and technologies to get ready for the future of quantum computing and the consequent
advancement of cyberattacks. Future blockchain applications need to be prepared for quantum
computing as well, as any flaw might allow for tampering with the ledger and ultimately bring the entire
system to a halt. Last but not least, legacy infrastructure will be exposed without modifications to the
present public key cryptography architecture to make it quantum-resistant.

The key for recently shown quantum-blockchain systems is created via quantum key distribution
systems, and the authentication is based on information theory. However, such a configuration
necessitates a pairwise link between each user. Utilizing quantum safe direct communication for N users
with authentication or quantum digital signatures is another method for assuring quantum security.
Understanding the topology of the quantum network's constraints and the proportion of unreliable
(faulty) nodes on the network is crucial for these systems. One may utilize the standard family of
broadcast protocols to determine the best method for developing distributed information systems that
are quantum-secured after the authentication and signature processes are finished. The development
of new technologies based on quantum mechanics has the potential to have a significant impact on
practically every aspect of health care, including diagnosis, treatment, and data transfer. Medical data
will be more secure because to the fundamentals of quantum blockchain technology, which will also
stop data leaks. By adopting methods like laser microscopy, which is based on the laws of quantum
mechanics, as well as s, we may also sequence DNA more quickly and address other big data issues in
the field of health care. This creates the opportunity for individualized therapy based on each person's
particular genetic composition.
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