RECENT |. (2025), 75:114-119 -
https://doi.org/10.31926 /RECENT.2025.75.114 RECENT

Enhancing Risk Identification in Software Project Management through
Artificial Intelligence and Machine Learning

Andreea Elena CATANA
Transilvania University of Brasov, Romania, andreea.catana@unitbv.ro
Adriana FLORESCU
Transilvania University of Brasov, Romania, fota.a@unitbv.ro

Abstract

The increasing complexity of software development projects has amplified the challenges associated with risk
identification and management. Traditional risk identification methods, such as expert judgment and historical
data analysis, often struggle to account for dynamic and unforeseen risks in rapidly evolving project environments.
This paper explores the integration of Artificial Intelligence (Al) and Machine Learning (ML) techniques in project
risk management, with a focus on software development projects. It examines the potential of AI/ML models to
automate risk identification, analyse large datasets, and provide predictive insights to mitigate project
uncertainties. Furthermore, challenges related to Al adoption, such as data quality and interpretability, are
addressed. The findings contribute hope to contribute on Al-driven project management and emphasize the
necessity of integrating intelligent systems for more proactive and efficient risk mitigation strategies.
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1. Introduction

Historically, the management of projects was a routine-based activity: work was chopped into small
tasks and, similar to the assembly line, it was repetitive and a bit rough, with clear starting points and
finish points. Traditional ways were used to cope with the complexity of the projects, and the complexity
was dealt with in an unobtrusive way. In the age of information technology, computer systems became
quicker and more involved; software has become extremely complex, and hence the management of
development projects to produce this software has become one of the most important pending
problems.

This paper aims to discuss Artificial Intelligence (Al) and Machine Learning (ML) techniques as they
pertain to the project management in software development projects. The software development
project universe has been evolving considerably from traditional monolithic software projects to a more
dynamic project architecture. Recently, a scale on Agile Project Management practices was developed
and validated, which consisted of multiple sub-constructs such as project prioritization, project
opportunities, team size, technical work environment, skill set, and terminal objective statement [1].
These sub-constructs have also been used for the development of the Al and ML model using various
classifiers to predict the significance of Agile Management practices in project development. It is
important to note that it is almost impossible to work on a predetermined activity path in many projects
because of the frequency with which many uncertainties are present. The difficult landscapes of today
can be partially managed through iterative development, which is a critical strategy needing agility or
flexibility in the product development life cycle.

2. Study Objectives

The primary goal of the study is to identify use cases and best practices for integrating Al and ML
tools in project management within the software development industry. Although there is extensive
research on project management, the integration of Al and ML tools into traditional operational models
has been underexplored, especially for the software development industry. Given the importance of
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project-level operations on overall company effectiveness, being able to associate the use of Al and ML
tools in project management with project outcomes becomes important. Any recommendation or
finding in this regard can have wide-ranging practical and theoretical relevance. Additionally, since
these technologies are user-defined, finding and measuring their practical value can also be potentially
interesting.

To meet these ends, we have specified one primary objective for our present research to identify the
areas in a software development project during the risk identification phase where Al and ML tools
might add significant practical. In addition to exploring this main objective, the research also addresses
some tangential questions, which include exploring user acceptance, potential effectiveness, and
integration of Al and ML in the context of project management. Although the priority will be to identify
use cases and a value framework for integrating Al and ML tools into risk management, any new insights
regarding the above can be valuable.

3. Challenges in Risk Identification in Software Projects

Risk identification represents the first stage (Figure 1) in risk management planning and is conducted
to identify “activities, results, errors, and any other uncertainty that may have positive or negative
affects” on the project.
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Fig. 1. Lifecycle of software project management

Traditional strategies for risk identification include brainstorming, interviews, questionnaires and
checklists. However, there are still many things that need to be considered on the challenges faced
during the identification of risks. The challenge has long been to identify risks accurately, to keep
accurate information about the possible problems, their triggers and potential impacts of the project.
These questions and others are partially answered through human experience and expectations that it
is not foolproof. This is because typically humans are subject to many subjective and cognitive biases
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including management itself. Each process in project risk management has its own challenges and there
are also challenges that always require human judgment [2]. Stressing the needs to refine risk
identification and other risk management strategies with effective methodologies and tools that are
supported by Al and ML, or algorithms behind Al to capture the associated situation more precisely.
Rays of hope to provide methodology and algorithms that can uncover and remove some of the biases
and subjectivity have bounded practices in software projects up to now. Critical examination of the
software itself, the software development process, and the work environment does, however, suggest
why it is particularly difficult to accurately identify potential problems that will encounter a software
project in the future.

The software can be very complex and multiple components can interact with highly sophisticated
algorithms. This is why it is very easy to conceal important risks from the people who will conduct a risk
evaluation and, in this way, malfunctioning software is identified after the development is completed
and the software is delivered, even though clear signals were present during development. Even more,
a new program can create unforeseen and unpreventable hazards during use and furthermore, existing
programs can show their negative effects only after long use. Then, in the case of software, some of the
risks attributable to incomplete information require human experience to signal hazard for future
purpose and aging can make the risks invalid or redundant [3].

4. Applications of Al and ML in Risk Identification

The rise of Al and ML in project management is transforming the practice of project risk management.
Project risks are basically fortified conditions in the project environment that work against expected
project success. These conditions affect budget, schedule or quality. Project risk management (PRM)
aims at anticipating or identifying project risks followed by planning ways to react to these risks if and
when they occur. Project managers typically spend a large portion of their time on tasks related to risk
identification. Leveraging the abstraction and sharing of historical experiences, it is possible to build a
knowledge base with case-based reasoning for risks. Nevertheless, risk identification is still a creativity-
demanding task as it depends on the understanding of the project itself as well as on the project
environment. The project environment can potentially involve a large number of factors including social,
political, financial, technological, cultural and international factors. Although risk factors can often be
categorized, it is notoriously difficult to invent a useful taxonomy for risk identification [3]. Project
managers must anticipate and actively seek risk factors or emerging risks from such a wide set of
possible causes.

Al and ML technologies mostly ascend to automate arduous, time-consuming nature of data
collection and analysis, and thus to streamline the detection of potential risks. With the ability to process
vast data quickly, AI/ML should be able to uncover patterns and correlations otherwise hidden to
human analyst. Al/ML-powered predictive analytics is a particularly potent approach for forecasting
potential risks on any project based on historical data. Timely forecasted risks make it possible to deploy
prepared actions that could mitigate or modify the risky situations in advance [2]. AI/ML can be
integrated within the PRM workflow to enhance alertness and awareness, therefore allowing project
managers to be more accusative of risks and to better focus on strategic decision-making instead of
conventional data sifting.

One of the Al/ML capabilities for identifying high-risk factors in projects is automated data collection
and analyses. Automated data collection can largely contribute to the quality and accuracy of risk
identification activities by reducing human errors, providing up-to-date data, and ensuring that analyses
are based on a comprehensive dataset [2]. Especially in a software project, an excessive amount of data
is available since a large number of parameters and actions are traceable throughout the project
lifecycle. Automated Al tools can quickly sift through large datasets and filter relevant indicators of risks
to generate essential insights promptly, which would likely take an infeasible amount of time had they
been pursued manually. Furthermore, real-time data processing capabilities can be employed, and
consequently, the detection of abrupt risks can be guaranteed even before its occurrence. However,
obtaining useful results still lies on the necessity of ensuring the quality and relevancy of data sources
amongst the obtained information [4, 5].
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4.1. Conceptual Al risk identification framework

For the effective integration of artificial intelligence (Al) into the risk management process of a
project, a systemic and structured approach is necessary from the risk identification phase. This
approach should include the essential elements of the process. In such a conceptual model, implemented
Al systems enable the identification of potential risks with high accuracy, contributing to the
improvement of efficiency and performance in project management by reducing uncertainties and
making more informed decisions. Additionally, Al implementation may introduce challenges and
changes to the overall approach to project management. The need to develop a conceptual framework
for Al implementation in risk management also arises from the fact that, although studies have been
conducted in the specialized literature [6], there is currently no single established method in this
research area. Figure 2 presents the developed conceptual framework, highlighting the stages and
structure of Al implementation in the risk identification phase of project management.

Al Risk Identification Framework
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Fig. 2. Al risk identification framework in project management

4.2 Predictive analytics for risk prediction

As previously described, risk identification is typically the first stage of the risk management process,
forming the foundation for the development of appropriate strategies to minimize or control risk
exposure over the lifecycle of a project. With wider and more complex software projects, the
identification phase becomes progressively more intricate. Predictive analytics powered by artificial
intelligence and machine learning can be used by project managers to predict future risk by examining
historical data. An array of statistical models and ML algorithms can be employed to detect trends and
threat patterns that might not be readily observable before [7]. Project managers to generate
methodologies to mitigate or transform their effect or forestall the likelihood of their occurrence can
apply these potential risks proactively. The integration of predictive analytics into prevailing risk
management frameworks can beef up the effectiveness of risk responses and corresponding mitigation
strategies [2].
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Predictive analytics can be defined operationally as a blend of statistical analysis and ML utilized to
forecast potential upcoming risks in products. Predictive analytics assists organizations in transforming
historical project risk data into meaningful information. Moreover, it presents a wide array of
methodologies used in predictive analytics. In practice, the most frequently applied methodologies
comprise comprehensive chronological regressive analysis, a range of classification techniques, and a
large number of ML algorithms.

5. Case Studies and Examples

In the early 1970s after the construction of the Sabre system, artificial intelligence (Al) started
changing the area of software. Over 1,000 configuration-controlled software projects involving more
than 150 organizations and using more than 100 million lines of code have been case studied. The risks
affecting these projects were analysed, in part by using software development-related Al and machine
learning (Al/ML). The case studies and examples of software project Al/ML mentioned in this have been
prepared as part of a Ph.D. research program involving projects and organizations ranging from defence
to commercial sectors [2].

AI/ML has come to the level of maturity where it is dropping fears and abandoning aspects where
manual corrosions are most uncertain. Chosen software projects are utilized to help learn and adapt
that process. The case studies show that significantly gloss improvement in estimating, planning, and
risk verification can be obtained. Those using AI/ML were able to identify and neutralize high risks that
were missed by their non-Al/ML competing case studies. It is concluded that AI/ML can make a
significant contribution to more accurate software project risk identification [3].

Most of the practical examples of Al and ML-based software project risk that are published are the
commercial promotion of the suppliers and most of them have little empirical evidence. The set of case
studies is made at the package level and is conducted with discussions by their creators that take a very
detailed and exhaustive view of the tools that were utilized and the data collected. These case studies
are used as a basis for examining the definitions and processes of software project risk identification,
the use of Al and ML, and the results that can be obtained. Several of the case studies and examples
leading to some of the conclusions may be found in the cited published peer-reviewed articles. It is
believed that there are sufficient numbers to be of interest, especially to projects and software
organizations considering using AI/ML in their risk identification processes. Accepted goals are that
those examples will afford a useful empirical evidence base and highlight some insights and problems
that can maybe be avoided by far-sighted managers about to embark on Al/ML experimentation.
Something addresses almost every risk and risk-related tool-function in Capers Jones’s Classification
and risk related to that work is highlighted.

5.1. Real-world applications of Al and ML in software project risk identification

State-of-the-art research shows the growing interest in using artificial intelligence (AI) and machine
learning (ML) in risk identification in project management, particularly for software projects. The
importance of software development in modern economy is comparable with infrastructure, therefore
project management in software development is crucial. There is a consideration about the challenges
and limitations of the existing risk identification models in software projects, which can be tackled with
Al and ML technologies.

Alis broadly coming into play, influencing all aspects and industries in today’s world and its potential
is far from being exhausted. Al-powered predictive analytics has relevance for all stages of project risk
management activities, including risk identification, analysis and response planning. In the risk
identification phase, Al tools could help accelerate the consideration of the increasing volume of risks
events and the innovative technologies and system architectures to manage these phenomena. Until
today, top management project frameworks rely merely on static algorithms which are insufficient in a
rapidly changing environment and deal with a small number of input variables.

ML algorithms were highly deployed to discovery of patterns and associations in generated vast
amounts of data and they found wide application in business and industry. Several sector investigations
usually reported that the capacity of ML algorithms could considerably help the discovery of new models
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along with an accuracy more than a human. These strengths suggest their potential for successful
transfer to expert tasks, whilst they may improve current capacities and diminish biases [3]. On the
other hand, one of the further discussions forms a spotlight on developing exceptional practices in
constructing the Al-based network for risk recognition to be employed within project structures.

6. Conclusion

The impact of integrating Al and ML technologies through a conceptual approach could profoundly
transform traditional project management practices with respect to the identification of risks in time
management for software projects. The conventional approach to identify risks for a project involves
qualitative expert judgment noticeably, based on experience. Leveraging on advancements of big data,
machine learning, and artificial intelligence, the concept approach visualizes risk identification as a data-
driven process that more objectively reveals risk distribution from data. Software project management
covers a relatively broad range of project management types, addressing software projects and
providing consulting services, training or coaching to project managers of software projects. Since
better prediction of delivery dates can increase business profits, an artificial intelligence framework is
proposed for a new paradigm of Risk Management of Software Projects.

Risks are central factors in time management because duration estimates are inherently uncertain
activities, greatly affecting project success. However, current risk management methods for software
projects are mainly qualitative and historical decomposition. Although these conventional methods
allow identifying experienced risks, they are not able to predict new domain-specific risks. In addition,
the custom model for software projects is not sufficiently made, when it is generally believed, because
of the conventional risk management method for software projects. Task optimization for project
managers in software projects will not develop the risk register instead of organizing it. Thus, there is a
need to consider approaches to generating and maintaining the risk register in software projects. Given
this case, potential risk identification factors in software projects are considered and a model is
proposed from their combination. For projects, the scope, schedule, and value were significantly
exceeded with a small budget. These projects did not fulfil the design reliability because the ages of the
violation were hidden in raw data and it turned out that unseen data was unreliable. The ML approach
allowed us to first identify hidden patterns of future violations and then queue them.
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